How to Setup Duo Mobile Authenticator

1. Using your web browser of choice, go to https://sbccd.onbio-key.com/
a. This will open the District Single Sign On page.

Username Format
Username must be:

« if a student, <username>@student.sbeed.ody
(j.doe1234@student.sheed edu)

« If a faculty or staff, <username-@sbced.edu
(jdoe@sbeed edu)

Username

ex: jdoe@(student Jsbeed edu

Enter your

2. Loginto the page following the instructions provided in the box under the District logo.
3. When the prompt stating that Multi-Factor Login Required opens, click on Click this link to enroll
for Duo now.

Duo Push Not Enrolled
Could not perform a Duo Push request because you have
not yet enrolled a device.

Please choose a different OTP method from the link below
to continue logging in.

2nd Factor / One Time Passcode

Login

Cancel

4. On the Welcome to Duo Security screen, click Next.

¥

Welcome to
Duo Security

Let's set up an account to protect your identity.

Next



https://sbccd.onbio-key.com/

5. Click Next on the next 2 screens.

Did you know? : What can you do?

The best way to protect your identity
is with two-step verification using your
phone or another device.

97% of data breaches start by
stealing your identity.

Next

Next ‘ {

6. On the Select an option screen, click on Duo Mobile.

\

Select an option

You'll use this to log in with Duo. You can add
another option later.

Duo Mobile Recommended
Geta notification or code on your device

Secured by Duo

7. On the Enter your phone number screen, enter your cell phone number and click Add phone
number.

< Back

Enter your phone number

You'll have the option to log in with Duo Mobile.

Country code Phone number

= |

Example: "201-555-5555"

I have a tablet

Secured by Duo



8. On the is this Correct screen, verify your number is correct.
a. If your number is incorrect, click No, | need to change it and re-enter your number.

< Back

Is this correct?

‘ Yes, it's correct

No, | need to change it

Secured by Duo

b. If your number is correct, click Yes, it’s correct.

< Back

Is this correct?

Yes, it's correct

No, | need to change it

Secured by Duo

9. On the Download Duo Mobile screen, click next.
a. Download Duo Mobile on your phone from either the Apple App Store or the Google
Play Store.

< Back

Download Duo Mobile

On your mobile device, download the app from
the App Store or Google Play.

‘ Next ‘

Secured by Duo



10. On the Scan this code in Duo Mobile screen, use the Duo Mobile app to scan the QR code by
following the prompts in the app.
a. You can also view this short video from Duo for help: Duo Self Enrollment

< Back

Scan this code in Duo Mobile

In the app, select Use QR code to scan.

Get an activation link instead

Secured by Duo

11. After you have finished adding your account to the Duo Mobile app, the Added Duo Mobile
screen will appear, click Continue. Setup is now complete.

© Added Duo Mobile Setup completed!
You can now use Duo Mobile to log in using a You're ready to log in with Duo.

push notification sent to your mobile device.

Continue

-]

Secured by Duo Secured by Duo

12. When you log into the Single Sign On, you will now see a prompt to approve the login through
the Duo app on your phone.

\

A Open Duo Mobile

You need to open the app to approve your Duo

Push notification

Sentto "i0S" (see-see )

~L o

Waiting for approval.

Other options

Need help? Secured by Duo

13. Additional instructions from Duo can be found here: First-time Enrollment in Duo



https://fast.wistia.net/embed/iframe/d6kzpc5ojl
https://guide.duo.com/universal-prompt#enrollment

